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An Integrative Systematic Review of Financial Risk Management and
Cybersecurity Challenges and Opportunities in the Era of Digital
Transformation

Somia NOaman1,1[0009-0007-3495-8101] , Anesa Aldalali1,2[1111-2222-3333-4444] and Shaima AI_AbbaSil,S [1111-2222-3333-
4444], Moneer Alsurori 1,4[0000-0001-7184-1366]

! Department of CS and IT, Faculty of Science, Ibb University, Ibb, Yemen

somia.alshibah@ibbuniv.edu.ye
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Abstract : This study aims to provide a systematic review of the scientific literature that addressed
financial risk management and cybersecurity in financial institutions in the context of digital
transformation. The study was based on the analysis of 29 peer-reviewed scientific studies
published during the period from 2021 to 2025, using the PRISMA methodology to select and
analyze studies. The review focuses on key cyber threats, financial risk management methods, and
the role of emerging digital technologies, such as artificial intelligence, machine learning,
blockchain technology, and the Internet of Things. In addition to the regulatory and governance
challenges associated with them. The results of the review show that digital transformation has
improved operational efficiency and supported the accuracy of risk assessment within financial
institutions but has also led to an expansion of cyber threats and increased complexity of
compliance and regulatory requirements. The findings also reveal a gap between rapid technical
advancement and the ability of traditional regulatory and risk management frameworks to keep
pace with it. The study concludes that enhancing financial resilience in digital environments
requires the adoption of integrated risk management frameworks that combine technical solutions,
regulatory aspects, and human factors. It provides an analytical basis on which to build in future
studies.

Keywords: Financial risk management; Cybersecurity; Digital transformation; Emerging digital
technologies; Regulatory and governance challenges; Systematic literature review.
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Artificial Intelligence-Driven Risk Management and Smart Compliance in
Fragmented Banking Systems: A Conceptual-Analytical Framework for
Financial Recovery in Yemen

Ghali Abdulrazzaqg Omar Almagboli, ghalialmagboli@gmail.com

MBA, University of Science and Technology, Yemen.

Abstract:
This research develops an artificial intelligence—driven framework to enhance risk management
and regulatory compliance in the Yemeni banking sector under institutional fragmentation. The
study focuses on three core dimensions: artificial intelligence applications, banking risk
management efficiency, and smart regulatory and Shariah compliance.

Using a Design Science Research (DSR) approach supported by analytical descriptive methods,
the study constructs and evaluates a conceptual framework tailored to fragile and conflict-affected
financial environments. The research context includes Yemeni commercial and Islamic banks
operating under dual monetary and regulatory authorities, while the analytical scope relies on
scenario-based banking analysis and recent international empirical and conceptual studies
published between 2020 and 2025.

The findings indicate that artificial intelligence—particularly predictive analytics and federated
learning—may improve credit risk assessment, enhance data privacy, and support cross-
institutional compliance without violating data sovereignty. Moreover, integrating smart Shariah
auditing mechanisms strengthens transparency and reduces non-compliance risks. Unlike existing
studies that treat artificial intelligence primarily as a technical enhancement, this research
conceptualizes Al as a coordination mechanism designed to operate under institutional
fragmentation, regulatory duality, and data constraints. The study recommends adopting phased
Al-based risk governance frameworks to support financial stability, economic recovery, and
reconstruction efforts in Yemen.

Keywords: Artificial Intelligence, Risk Management, Smart Compliance, Federated Learning,
Banking Sector, Yemen.

e Recommendations

1. Adoption of Phased Al-Based Risk Governance: Yemeni banks and regulators should
adopt Al-driven risk management frameworks incrementally, beginning with predictive
analytics for liquidity and credit risk before expanding to federated learning and smart
compliance systems.

2. Deployment of Federated Learning for Supervisory Coordination: Federated learning
architectures should be explored as a practical solution for cross-bank collaboration in risk
assessment while preserving data confidentiality and regulatory autonomy.

3. Integration of Smart Compliance and Digital Shariah Governance: Regulatory
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authorities and Islamic banks should invest in Al-enabled compliance systems to

strengthen AML, KYC, and Shariah auditing processes and reduce operational and
reputational risks.

4. Capacity Building and Institutional Readiness: Continuous investment in regulatory
capacity, digital infrastructure, and human capital development is essential to ensure the
effective and responsible deployment of Al-driven financial technologies.
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Building Digital Trust in Yemen’s Fragmented Banking Sector: Financial
Communication as a Catalyst for Economic Recovery and Reconstruction

Dr. Sameer Ahmed Awadh Boset*

Associate Professor, Advisor to the Vice President for Postgraduate Studies & Scientific Research, Head
of the Department of English and Translation, Faculty of Social & Human Sciences - Distance Learning,
University of Aden, Aden, Yemen, Email: en.sameerl@gmail.com.

Abstract

This study examines the role of financial communication and institutional discourse in
building digital trust and enhancing monetary stability in Yemen. It focuses on supporting
economic recovery amid institutional fragmentation and competing monetary authorities. The
main variables include digital trust, financial communication, monetary stability, and digital
financial services adoption. The study employs a descriptive-analytical methodology using Critical
Discourse Analysis (CDA). The research population consists of reports issued by international
financial institutions, central bank communications, regulatory documents, and media narratives
related to Yemen’s banking sector during the period 2015-2025. These materials were analyzed
as a purposive qualitative sample. This approach identifies dominant discursive patterns and their
institutional implications. Findings demonstrate that ambiguous and inconsistent institutional
discourse significantly undermines digital trust. Factors such as technocratic language, limited
transparency, and the absence of ethical framing drive precautionary behaviors. These behaviors
include cash hoarding and reliance on informal financial networks. Consequently, these patterns
weaken monetary stability and hinder the adoption of digital financial services. The study
recommends integrating trust-centered communication into banking reform agendas. It proposes
the "Five-Pillar Communications for Digital Trust® (CDT) framework to enhance financial
inclusion. This model improves monetary policy transmission and supports Yemen’s long-term
economic recovery.
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Exploring Public Perceptions of Islamic Financial Technology (Islamic FinTech) in
Enhancing the Efficiency of the Yemeni Banking Sector and Supporting Economic
Recovery: A Pilot Study

Aziyah binti Mohamad Shauki!, Muaadh Mustafa Ali Mukred?

Department of Figh and Usul Figh, International Islamic University of Malaysia,
ziezie_libra@yahoo.com.my

Institute of Islamic Banking & Finance (I1iBF), International Islamic University of Malaysia,
m.muaadh@yahoo.com

Abstract

Islamic Financial Technology (Islamic FinTech) has gained increasing attention as a
potential tool for improving banking efficiency, enhancing financial inclusion, and supporting
economic recovery in fragile and post-conflict economies. In Yemen, prolonged instability has
weakened the banking sector and limited public access to formal financial services, highlighting
the need for innovative and Shari‘ah-compliant solutions. This pilot study explores public
perceptions of Islamic FinTech in the Yemeni banking sector, with particular attention to
awareness, usage, trust, perceived alignment with Maqasid al-Shari‘ah, and its potential
contribution to economic recovery and reconstruction. Due to time and resource constraints, data
were collected from a convenience sample of 20 respondents using a structured bilingual
questionnaire comprising demographic items and multiple-choice questions. The findings indicate
moderate awareness of Islamic FinTech, cautious trust in Shari‘ah-compliant digital banking
services, and generally positive expectations regarding their role in improving banking efficiency
and supporting economic recovery. While limited in scope, the study provides preliminary insights
and serves as a foundation for future large-scale empirical research on Islamic FinTech in Yemen.

Keywords: Islamic FinTech, Banking Sector, Maqasid al-Shari‘ah, Economic Recovery, Pilot
Study.

Recommendations

1. Enhance Public Awareness and Financial Literacy Banks, Islamic financial institutions, and
policymakers should invest in awareness campaigns and educational programs to improve
public understanding of Islamic FinTech services, particularly their Shari‘ah-compliant
structures and practical benefits.

2. Strengthen Trust and Shari'ah Transparency Greater transparency regarding Shari'ah
governance, certification, and compliance mechanisms is essential. Clearly communicating
how Islamic digital financial products align with Islamic principles and Maqasid al-Shari‘ah
can help build stronger user confidence.

3. Improve Accessibility and User Experience Financial institutions should continue to
enhance the usability, reliability, and security of Islamic digital banking platforms,
especially for users in remote or conflict-affected areas, to encourage wider and more
regular usage.

4. Support Small Businesses through Tailored Digital Financing Islamic FinTech providers
should develop accessible and flexible digital financing solutions based on Murabahah,
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Mudarabah, and Ijarah to better support small businesses and entrepreneurs, who are critical

to economic recovery.

5. Leverage Islamic FinTech for Economic Recovery Strategies Policymakers and
development agencies should integrate Islamic FinTech into national economic recovery
and financial inclusion strategies, recognizing its potential to mobilize funds, support
livelihoods, and rebuild trust in the financial system.

6. Expand Future Research As a pilot study with a limited sample size, future research should
involve a larger and more diverse population to enhance generalizability. Qualitative
methods, such as interviews or focus groups, are also recommended to gain deeper insights
into user perceptions and behavioral drivers.
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Financial Transaction Management Policies to Achieve Financial Stability in
Banking Institutions
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Abstract:

This research aims to provide a comprehensive critical assessment of the banking transaction
management policies in place to promote financial stability and prevent crises. The primary goal
is to identify regulatory and legislative gaps and present an integrated analytical framework that
links prudential, technological, and behavioral dimensions, contributing to the development of
more informed and resilient regulatory systems. The study addresses the main policy dimensions:
the prudential dimension (capital, liquidity, crisis management), the technological dimension
(artificial intelligence, cybersecurity), and the behavioral dimension (social responsibility
governance, the impact of individual behavior). The research employed the Systematic Critical
Review (SCR) approach as a non-empirical analytical tool, analyzing and evaluating 34 key
references from prestigious academic journals. The originality of this research lies in its
presentation of an integrative theoretical framework that integrates the three policy dimensions,
transcending the partial focus of previous studies and identifying a critical gap in current regulatory
frameworks. The study highlights the lack of capacity to comprehensively assess the unintended
consequences of financial regulations, and the challenge of generative artificial intelligence
(GenAl) governance due to the absence of interpretability standards (XAIl). The findings also
confirm the shortcomings of early warning models in integrating behavioral and psychological
indicators. Accordingly, the study recommends a paradigm shift toward technologically and
behaviorally informed oversight, through urgent investment in advanced oversight technology
(SupTech), enforcing XAl standards on institutions, and incorporating behavioral metrics into risk
modeling to enhance predictive accuracy and systemic resilience.

Keywords: Financial Stability, Financial Transaction Management, Banking Institutions,
Financial Regulations, Al Governance, SupTech, Behavioral Risks

Recommendations

« Sup Tech Implementation: Central banks and supervisory authorities should urgently
invest in building Sup Tech frameworks using deep learning algorithms for real-time
monitoring of systemic risk and compliance, enhancing early response capacity to crises.

« Mandate XAl Standards: Financial institutions that use generative Al models in credit
decision-making or risk assessment should be required to adopt explainability and
algorithmic fairness standards to build trust and meet ethical compliance requirements.
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Adopting Holistic Regulatory Assessment Frameworks: Comprehensive regulatory

assessment mechanisms should be developed that allow for ex-ante quantification of the

unintended social and economic consequences of new regulations (such as their impact on
income inequality or risk transfer to unregulated sectors).

» Integrating Behavioral Metrics into Risk Modeling: Institutions should update their early
warning systems by incorporating sentiment data and long-term psychological indicators of
investors and customers, enhancing the accuracy of predictive modeling compared to
models based solely on traditional macroeconomic indicators.

« Enhancing Specialized Human Capital: Successfully integrating GenAl requires building
specialized teams with dual competencies in finance and explainable Al engineering (XAl
engineering) to ensure effective human oversight of automated systems.

* Automated Sharia Audit (ASA) Initiative: Sharia boards and boards should collaborate
with FinTech companies to develop Sharia audit systems based on blockchain technology
and artificial intelligence to ensure immediate compliance and facilitate the global
standardization of Sharia standards.
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How Financial Institutions Can Enhance Information Security Through Risk
Management
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Abstract

This research aims to analyse the relationship between risk management and information
security in financial institutions in light of the increasing cyber threats. It focuses on assessing how
risk management can enhance information security, particularly in protecting digital assets and
confidential data. The study employed a descriptive-analytical methodology, relying on the
analysis of recent literature and current trends, to characterize and interpret the most important
risks, especially operational and cyber risks, and look into their implications for information
security in financial institutions. The results indicated that effective risk management, which
includes continuous risk assessment, governance, and regulatory compliance, has a significant
positive impact on enhancing security and reducing the likelihood of security incidents. Finally,
the research emphasizes the need to strategically integrate information security into enterprise-
wide risk management activities to ensure stability and resilience in a complex digital
environment.

Recommendations:

From the comprehensive analysis undertaken in this present research study, it can well be
inferred that risk management and information security are interrelated and of critical importance
in a financial institution. Risk management cannot simply be described as the identification and
assessment of threats but rather involves a proactive and integrated approach that directly supports
the financial institutions in safeguarding information assets and sensitive customer information.
This paper explains how embedding risk management practices in information security programs
mitigated losses due to security incidents while fostering a more secure and resilient financial
environment. With such challenges ranging from the rapid emergence of cyber threats to huge
investments into technology and awareness, the benefits of establishing an enterprise risk
management framework outweigh all such challenges. And we still say that the overall
improvement in cybersecurity is contingent upon continuous risk analysis, strengthened
governance, and rigorous compliance with regulation. Based on the above conclusions, the
recommendation from this paper is as follows: Adoption of Modern Technology: Financial

-
|


mailto:suliman.alshossi@ibbuniv.edu.ye
mailto:msurory@yahoo.com

JlocPtoalelg (salndsll okl 3o 01925 Lot O ool Elagldl

W__ipiillg )l 91wl | jeud  letsd Ylod__sgkisg Al uJqu k“)._-'q:-” U_O-lijl j_.o.jé.o.” B
J—

Uae - (2026 yipos 11 - 09)

—

institutions should invest in the latest attack technologies, more so those powered with artificial
intelligence and machine learning, to detect and respond to threats proactively. Continuous
Employee Awareness Training: As human awareness acts as the first line of defense, all employees
should continue to be trained and get awareness programs on information security best practices
and risks. Implementation of High Security Standards: Given the dynamic nature of risks, it is
important to maintain high security by implementing international standards and industry best
practices such as ISO 27001, the NIST Cybersecurity Framework, etc. Improving Cooperation and
Information Sharing: Cooperation should be encouraged among financial institutions and
regulators to share intelligence regarding threats and vulnerabilities for much stronger collective
defense mechanisms. Periodic Review and Assessment: There should be an establishment of
periodic reviews and evaluations of the risk management and information security framework,
subjecting them to verification on their efficiency and adaptability to the dynamic threat landscape.
In a nutshell, the future success of financial institutions in an increasingly convoluted digital
landscape will hinge on their ability to embed risk management and information security as a core
facet of their operational and governance strategies.
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Impact of Digital Financial Solutions on Economic Stability in Yemen
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Abstract:

This paper examines the role of digital financial solutions (DFS) in enhancing financial
inclusion and economic stability in Yemen. The banking sector in Yemen suffers from poor
individuals’ access to financial services, so we will evaluate the impact of e-wallets, digital
transfers, and mobile banking on the financial ecosystem, particularly within the fragile, conflict-
affected context of Yemen's economy. The paper used the descriptive comparative method and
synthesizes global literature, presents a Yemen-specific analysis, despite the scarcity of data, and
offers policy recommendations aimed at strengthening the digital financial landscape. The
methodology relies mainly on secondary data, because the difficulty of accessing data and the lack
of publication, in addition to comparative case studies of some countries. The findings suggest that
DFS can bridge financial access gaps, support economic stability, and foster inclusive growth-
especially when complemented by robust regulatory, infrastructural, and educational frameworks.
Findings: Although DFS does not have a significant impact on economic stability, it contributes
partly. In the case of Yemen, the implementation of DFS has the potential to stabilize and control
inflation and while stimulating investment, thereby contributing directly to job creation across the
country.

Recommendations:

International and Yemeni financial institutions have long advocated for regulatory
frameworks that promote financial inclusion and spur growth-oriented entrepreneurship activity
in Yemen. To this end, digital financial services providers face reduced regulatory barriers,
Kenya’s success story being a prime example.

Moreover, improving the regulatory environment of Yemen’s banking sector to enable the
commercial banks to expand their services to include e-banking and automated teller machines
(ATMs) would enhance accessibility and user convenience. Such improvements would also help
increase customer demand for e-banking services by strengthening confidence in their safety,
security, and reliability. Raising public awareness of digital financial services through continuous
outreach campaigns via television, radio, the internet, SMS, and telephone could further stimulate
broader adoption and utilization of these services.

A lack of information and inadequate training remain major obstacles, as many Yemenis
unfamiliar with how to effectively use available digital financial service channels. Initiatives by
the Communication and Information Technology Authority to promote DFS, coupled with training
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financial and banking services through agents- drawing on the successful experiences of other
countries- represent important steps in the right direction. The political, economic and financial
authorities in Yemen must take serious steps to enhance digital financial services, by establishing
a legal framework and encouraging legislation to adopt digital financial services, and supporting
technical and digital innovations in the financial sector, in a way that contributes to enhancing
transparency and consolidating the principles of financial governance.

Finally, adopting and implementing a national payment system under the Central Bank of
Yemen - by introducing Real-Time Gross Settlement (RTGS) and retail payment systems such as
the CPU clearing system for electronic money services and other retail transactions, and linking
them with all payment service providers and governmental institutions under a unified national
payment strategy-would mark a transformative milestone. If successfully implemented, this
measure could establish a stable digital currency anchored to the Yemeni riyal with FIAT
guarantees, potentially fostering greater investment opportunities, job creation, economic stability,
and containment of inflation.
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Abstract

In a world of increasing cyber threats, poor risk and security management can have detrimental
financial and legal consequences. This study aims to examine the relationship between risk
management and information security in financial institutions in light of the growing threat of
cyberattacks. Information security, including data integrity and confidentiality, and risk
management were used as variables for this study, and previous studies and research were used to
apply an analytical methodology. The sample included financial institutions that most commonly
implemented information security and structured risk management procedures. The results showed
that while poor risk management raises legal and financial concerns, a successful integration of
risk management and information security helps enhance institutional confidence and resilience.
Therefore, to ensure stability and security, the study recommends continued investments in
advanced technologies, providing employee training programs, and embedding information
security concepts at all organizational levels.

Recommendations

Ensuring the security, stability, and sustainability of financial institutions requires effective
risk management. According to the research, information system security is a strategic requirement
that impacts mission and commercial performance rather than merely being a technical problem.
In order to create robust governance frameworks, information security risk must be integrated into
the larger framework of organizational risk. Failure to handle these risks could result in regulatory
repercussions, financial failure, or harm to an institution's reputation. In order to create
technologies, and ongoing training. To ensure secure and resilient financial systems capable of
confronting evolving threats, institutions must adopt a risk management framework characterized
safe and flexible financial systems that can withstand changing threats, it is essential to establish
a solid risk management framework that is founded on proactive tactics, cutting-edge by three
main pillars: proactive tactics such as anticipating threats through predictive analytics and
implementing multi-layered controls; the use of artificial intelligence, machine learning, and
blockchain solutions; and employee awareness and incident response skills development, ensuring
that the human element is part of the first line of defense.
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Systems: A Hybrid Model for Customer-Centric and Risk-Aware Digital
Banking
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Abstract

In order to enhance customer experience and financial risk management in digital banking
settings, this study suggests an advanced hybrid approach that combines smart banking
information systems with predictive artificial intelligence (Al) analytics. Within a single
operational framework, the improved approach integrates automated risk scoring, machine
learning-based fraud detection, and real-time client behavioral monitoring.

Using actual transactional data gathered over a two-month period from 350 customers
and 2,800 digital banking transactions—including 45 verified suspicious activities—a large-scale
experimental evaluation was carried out. A validated CSAT instrument was used to measure
customer satisfaction, and 350 valid responses were received.

The outcomes show notable gains in every performance metric:
* 94% client satisfaction

* 96.8% fraud detection accuracy,

» The percentage of financial risk is 2.1%, and

* The average system response time is 1.1 seconds.

The suggested model performs better when compared to recent cutting-edge research
(2024-2025), demonstrating both its scientific value and usefulness in actual digital banking
settings. The increased dataset boosts the reliability, validity, and generalizability of the findings,
placing the model as a viable contender for scalable deployment in modern financial institutions.
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Abstract

This study examines electronic payment instruments in Yemen through a combined
Shari‘ah and Magqasid al-Shari‘ah analytical framework. In a context marked by prolonged
conflict, institutional fragmentation, and limited access to formal banking services, electronic
payment platforms have emerged as important mechanisms for facilitating financial transactions
and promoting financial inclusion. Employing a qualitative doctrinal methodology, the study
analyzes electronic payment practices in Yemen in light of classical Islamic jurisprudence,
contemporary SharT ah standards, and resolutions of the International Islamic Figh Academy and
AAOIFI.

The findings indicate that electronic payment instruments operating in Yemen are
permissible in principle under Shari ah, as they serve legitimate transactional needs and fall within
the general presumption of permissibility in financial dealings. However, the analysis reveals
significant gaps in Shari‘ah governance, contractual clarity, fund protection mechanisms, and
consumer protection practices. From a Maqasid perspective, these deficiencies limit the realization
of higher objectives of Islamic law, particularly the preservation of wealth (hifz al-mal),
transparency, and harm prevention.

The study concludes that while electronic payment instruments contribute positively to
financial accessibility, their ethical and legal legitimacy depends on the adoption of clearer
Shari‘ah frameworks, stronger governance structures, and Maqasid-oriented regulatory oversight.
By situating Shari‘ah analysis within a fragile-state environment, this paper contributes to Islamic
finance scholarship on digital financial services and ethical governance in underregulated contexts.

Recommendations:

To enhance Shari‘ah compliance and promote Magqasid-oriented financial inclusion, this study
proposes the following recommendations directed at key stakeholders involved in Yemen’s
electronic payment ecosystem.

First, regulatory authorities are encouraged to develop a unified Shari‘ah governance framework
for electronic payment instruments. Such a framework should clearly define permissible
contractual structures, including wakalah, ujrah, and custodial arrangements governing customer
funds. Regulatory guidance should also mandate transparent disclosure of fee structures,
settlement procedures, and risk allocation mechanisms. Establishing minimum Shari‘ah
governance standards would contribute to contractual clarity (bayan) and strengthen the
preservation of wealth (hifz al-mal).

-eey
|


mailto:ziezie_libra@yahoo.com.my
mailto:m.muaadh@yahoo.com

Jloctdalelg (sabnisil potelll 56 0935 Lol 08 o Lasll EUadll

% ioiiliq 81wl | yjsid__lets . led_oghiog ol U_JLL" \)—JQJJ' \)—OJ&J' j..oJé.oJl .

Uae - (2026 plys 11~ 09)

Second, electronic payment service providers should explicitly articulate the Shari‘ah basis of their
services and operational models. Providers are advised to document and disclose the underlying
Shari‘ah contracts governing user—provider relationships, including the treatment of stored funds,
liability in the event of system failure, and conditions for service charges. Clear articulation of
these arrangements would reduce gharar, enhance consumer confidence, and align service delivery
with maqasid principles of fairness and transparency.

Third, greater emphasis should be placed on the segregation and protection of customer funds.
Electronic payment providers should implement mechanisms ensuring that user balances are held
separately from operational accounts and protected against insolvency risks. From a Maqasid
perspective, safeguarding customer funds is essential to achieving hifz al-mal and maintaining
trust in digital financial systems, particularly in fragile and conflict-affected environments.

Fourth, Shari‘ah supervisory bodies, where established, should adopt a more proactive and
continuous oversight role. Rather than limiting supervision to product approval, Shari‘ah boards
should engage in ongoing monitoring of operational practices, fee structures, and dispute
resolution mechanisms. This approach would ensure that Shari‘ah compliance is maintained
throughout the lifecycle of electronic payment services and not confined to initial design stages.

Fifth, consumer protection mechanisms should be strengthened through the establishment of
accessible dispute resolution processes and enhanced user education initiatives. Electronic
payment providers, in coordination with regulators, should develop clear procedures for handling
complaints, reversing erroneous transactions, and compensating users in cases of operational
failure. Such measures are consistent with the Shar1 ah principles of justice (‘adl), harm prevention
(raf" al-darar), and ethical responsibility.

Finally, future policy development should incorporate Maqasid al-Shari‘ah as an evaluative
framework for digital financial innovation. Regulators and policymakers are encouraged to assess
electronic payment instruments not only in terms of legal permissibility but also their broader
social and ethical impact, including financial inclusion, equity, and systemic risk reduction.
Embedding maqasid considerations into regulatory decision-making would support the
development of a more resilient, ethical, and inclusive digital financial ecosystem in Yemen.
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Abstract

This study aims to evaluate the statistical impact of three credit risk management
dimensions customer assessment (X1), credit monitoring (X2), and risk mitigation (X3) on
perceived financial performance (YY) at Namaa Foundation for Development and Microfinance in
Ibb, Yemen. The research adopted a quantitative analytical approach, and the study population
comprised all employees of the institution in Ibb and its branches (35 employees). Data were
collected from a convenient sample of 32 employees. The study used a questionnaire as the primary
instrument, which demonstrated high reliability (0¢=0.520). Using multiple linear regression, the
results confirmed a statistically significant positive relationship between risk management
practices and financial performance (R2=0.384, p=0.004). Importantly, the analysis revealed that
customer assessment (X1) was the most influential and decisive factor (f=0.397, p=0.024). In
contrast, the impact of the risk mitigation dimension (X3) was statistically insignificant, a result
attributed to the collapse of legal enforcement mechanisms in a conflict environment. The study
recommends that microfinance institutions invest in a thorough initial client assessment, as this is
a crucial factor for their survival and stability in conflict zones.

Keywords: Credit risk management - client assessment - financial performance - microfinance -
Namaa Foundation for Development and Microfinance - The banking sector in Yemen.

Recommendations:

The unique empirical finding of this study—that Customer Assessment (X1) is the only statistically
significant predictor of Perceived Financial Performance, while post-lending controls (X2 and X3) are
ineffective in the fragile operational context—mandates a fundamental shift in the strategic focus of
Microfinance Institutions (MFIs). The following practical recommendations are derived to enhance
institutional resilience and performance:

1. Strategic Enhancement of Customer Assessment Systems (X1)

Given that assessment serves as the critical survival factor, MFIs must transform their initial due diligence
processes into robust predictive mechanisms:

-
|
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e Investment in Advanced Analytical Technologies: MFIs operating in institutionally fragile
environments should urgently invest in advanced data and analytical tools. This includes leveraging
alternative data sources (e.g., behavioral indicators, utility payments, mobile money usage) to
overcome the challenge of unreliable traditional financial information. Furthermore, adopting
Acrtificial Intelligence (Al) and machine learning models for sophisticated credit scoring will enable
more accurate and context-specific prediction of default risk.

o Contextualized Due Diligence: Shift from standardized protocols to dynamic, context-specific due
diligence that integrates local social intelligence and community standing, recognizing that
character and capacity are more reliable predictors than collateral in unstable settings.

2. Re-engineering and Localization of Risk Mitigation Mechanisms (X3)

The failure of conventional, formal mitigation strategies necessitates the development of localized and
adaptive non-traditional mechanisms:

o Establishing Community-Based Guarantees and Partnerships: To circumvent weak legal
enforceability, MFIs should expand and formalize collective guarantee systems where group
pressure and social capital act as de facto collateral. Moreover, building strategic partnerships with
respected community organizations is crucial for mediating debt disputes and facilitating non-
litigious recovery, thereby reducing transaction costs and operational security risks.

o Designing Adaptive Repayment Modalities: Implement flexible and adaptive loan restructuring
and repayment plans. These plans must be pre-designed to respond swiftly to sudden external
shocks (such as conflict escalation or economic collapse), prioritizing the continuation of the client
relationship and eventual recovery over rigid, immediate loss realization.

3. Intensive Staff Capacity Building and Culture Shift

e Specialized Training in Complex Risk Environments: Conduct intensive, scenario-based training
for credit officers and risk analysts focused on advanced client assessment, socio-political risk
analysis, and sophisticated negotiation skills. The training should emphasize understanding conflict
risk dynamics and the psychology of default in distressed populations.

o Embedding a Prevention-Centric Culture: Cultivate an organizational culture that unequivocally
prioritizes the quality of the primary assessment (X1) over all other CRM dimensions, ensuring
that staff incentives and performance metrics are directly aligned with initial loan quality rather
than post-disbursement recovery efforts.
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Abstract

This paper examines how financial technology (FinTech) can strengthen the effectiveness
of the banking sector in fragile and conflict-affected contexts, focusing specifically on Yemen.
Using a systematic literature review of peer-reviewed studies, policy reports, and operational case
studies published primarily between 2020 and 2025, the analysis synthesizes evidence across five
conceptual pathways: access and inclusion, payments efficiency and transparency, liquidity
mobilization and credit, monetary and statistical implications, and resilience to shocks. The review
finds consistent evidence that mobile-first solutions, agent networks, and digitization of
Government-to-Person (G2P) payments expand access and reduce leakage, while interoperable
payment rails and digital public infrastructure are critical enablers. Principal constraints include
connectivity and energy gaps, currency fragmentation, institutional division, and cybersecurity
vulnerabilities. The paper concludes with prioritized, actionable recommendations for
policymakers, the Central Bank, commercial banks, FinTech operators, and development partners,
and proposes a phased implementation roadmap and monitoring indicators tailored to Yemen’s
context.

Keywords: FinTech; digital payments; financial inclusion; mobile money; Yemen
Recommendations:

1. Conduct rigorous impact evaluations (RCTs or quasi-experimental designs) of G2P digitization
pilots in Yemen to measure welfare, transaction formalization, and fiscal efficiency outcomes.

2. Study agent liquidity dynamics and optimal pooling mechanisms in fragmented currency
environments to inform agent network design.

3. Evaluate cybersecurity interventions and regulatory capacity-building programs to identify
cost-effective measures appropriate for low-capacity regulators.

4. Explore the role of Islamic FinTech instruments (e.g., sukuk-linked payment platforms) as
culturally and legally compatible financing options for reconstruction projects.
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Abstract

This research aims to provide an in-depth critical analysis of the role of innovative
technologies in risk management and identify critical research gaps facing the banking sector. The
study focuses on the key dimensions of the relationship between innovative technologies (such as
artificial intelligence, machine learning, and the Internet of Things) and IT risks (such as
cybersecurity, fraud, and operational risks), with a comprehensive analysis of their effectiveness
and the regulatory and operational challenges associated with their adoption. The research relied
on a systematic literature review approach to assess the strengths and weaknesses of previous
studies and identify methodological and technical shortcomings. The main findings demonstrate
that the effectiveness of advanced technologies in enhancing the accuracy of risk prediction
exceeds traditional approaches. However, the challenges of algorithmic (black box) ambiguity,
data quality, and methodological limitations in previous research constitute a major obstacle to the
widespread adoption of these technologies in banks. It is concluded that financial stability requires
the development of resilient governance frameworks. The study recommends that future research
should focus on developing explanatory models for XAl, addressing methodological challenges in
regional banking governance studies, and designing defense mechanisms against adversarial
attacks to ensure the reliability of detection systems.

Keywords: Information Technology, IT Risk, Risk Management, Banking Sector, Financial
Stability.

= Recommendations for future research directions: Based on the findings and specifically the
remaining gaps in the literature, it is recommended to focus on the following research directions
to support future decision-making in the banking sector:

1. Regulatory Alignment for Artificial Intelligence: Future research should focus on
developing practically applicable interpretable Al mechanisms in banks, bridging the gap
between algorithmic complexity and regulatory compliance and accountability
requirements.

2. Regional Risk Governance: Enrich the literature with quantitative studies focusing on the
impact of the characteristics of banking governance tools (such as senior risk committees)
on the quality and adequacy of cybersecurity disclosures in banks in the MENA region.

-
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3. Resilience of Detection Systems: Explore and develop advanced defense mechanisms
against attacks targeting machine learning models (such as adversarial attacks), to ensure
the continuity and reliability of fraud detection and cybersecurity systems in financial
institutions.

4. Internet of Things (1oT) Risk Integration: Conduct further empirical research to design
and modify risk assessment frameworks to comprehensively adapt to the 10T environment
within banks.
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